DATA PROCESSING AGREEMENT
Clause 1
Purpose and scope
(a) The purpose of this data processing agreement (“DPA”) is to ensure compliance with Article 28(3) and (4) of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (“GDPR”).
The controller and processor listed in Annex I.A have agreed to this DPA in order to ensure compliance with Article 28(3) and (4) of GDPR.
(b) This DPA applies to all personal data processed within the scope of the contract, more specifically, in accordance with Annex I.B.
The Appendix to this DPA containing the Annexes I-III forms an integral part of the DPA.
This DPA is without prejudice to obligations to which the controller is subject by virtue of GDPR.
[bookmark: _Hlk78996278]This DPA does not by itself ensure compliance with obligations related to international transfers in accordance with Chapter V of GDPR.
[bookmark: _Hlk79134808][bookmark: _Hlk79085104]The processor shall enter into a direct data processing agreement with any controller affiliate if required by (i) mandatory data protection law in the controller affiliate’s jurisdiction or by (ii) a competent data protection or other competent authority.
Clause 2
Interpretation
1. Where this DPA uses the terms defined in GDPR, those terms shall have the same meaning as in GDPR.
This DPA shall be read and interpreted in the light of the provisions of GDPR.
This DPA shall not be interpreted in a way that runs counter to the rights and obligations provided for in GDPR or in a way that prejudices the fundamental rights or freedoms of the data subjects.
Contract: means any contract or agreement or the statement of work or order forms or any document concluded between the controller and processor which includes any processing of personal data as an offer.
Party/ies: controller or processer each means a “party”, controller and processor together means the “parties”.
Clause 3
Hierarchy
In the event of a contradiction between this DPA and the provisions of related agreements between the Parties existing at the time when this DPA is agreed or entered into thereafter, this DPA shall prevail.
Clause 4
Description of processing (s)
The details of the processing operations, in particular the categories of personal data and the purposes of processing for which the personal data is processed on behalf of the controller, are specified in Annex I.B.
Clause 5
Obligations of the Parties
5.1	Instructions
0. [bookmark: _Hlk78818597]The processor shall process personal data only on documented instructions from the controller, unless required to do so by Union or Member State law to which the processor is subject. In this case, the processor shall inform the controller of that legal requirement before processing, unless the law prohibits this on important grounds of public interest. Subsequent instructions may also be given by the controller throughout the duration of the processing of personal data. These instructions shall always be documented.
0. The processor shall immediately inform the controller if, in the processor’s opinion, instructions given by the controller infringe GDPR or the applicable Union or Member State data protection provisions.
5.2	Purpose limitation
The processor shall process the personal data only for the specific purpose(s) of the processing, as set out in Annex I.B, unless it receives further instructions from the controller.
5.3	Duration of the processing of personal data
Processing by the processor shall only take place for the duration specified in Annex I.B.
5.4	Security of processing
0. The processor shall at least implement the technical and organisational measures specified in Annex II to ensure the security of the personal data. This includes protecting the data against a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure, or access to the data (personal data breach). In assessing the appropriate level of security, the Parties shall take due account of the state of the art, the costs of implementation, the nature, scope, context and purposes of processing and the risks involved for the data subjects.
0. The processor shall grant access to the personal data undergoing processing to members of its personnel only to the extent strictly necessary for implementing, managing, and monitoring of the contract. The processor shall ensure that persons authorised to process the personal data received have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.
5.5	Sensitive data
[bookmark: _Hlk78904725]If the processing involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and offences (“sensitive data”), the processor shall apply specific restrictions and/or additional safeguards.
5.6	Documentation and compliance
(a) [bookmark: _Hlk78903175][bookmark: _Hlk78903610]The Parties shall be able to demonstrate compliance with this DPA.
(b) The processor shall deal promptly and adequately with inquiries from the controller about the processing of data in accordance with this DPA.
(c) The processor shall make available to the controller all information necessary to demonstrate compliance with the obligations that are set out in this DPA and stem directly from GDPR. At the controller’s request, the processor shall also permit and contribute to audits of the processing activities covered by this DPA, at reasonable intervals or if there are indications of non-compliance. In deciding on a review or an audit, the controller may take into account relevant certifications held by the processor.
(d) The controller may choose to conduct the audit by itself or mandate an independent auditor. Audits may also include inspections at the premises or physical facilities of the processor and shall, where appropriate, be carried out with reasonable notice.
(e) The Parties shall make the information referred to in this clause, including the results of any audits, available to the competent supervisory authority/ies on request.
5.7	Use of sub-processors
(a) [bookmark: _Hlk78903771]The processor shall not subcontract any of its processing operations performed on behalf of the controller in accordance with this DPA to a sub-processor, without the controller’s prior specific written authorisation. The processor shall submit the request for specific authorisation at least four weeks prior to the engagement of the sub-processor in question, together with the information necessary to enable the controller to decide on the authorisation. The list of sub-processors authorised by the controller can be found in Annex III. The Parties shall keep Annex III up to date.
(b) Where the processor engages a sub-processor for carrying out specific processing activities (on behalf of the controller), it shall do so by way of a contract which imposes on the sub-processor, in substance, the same data protection obligations as the ones imposed on the data processor in accordance with this DPA. The processor shall ensure that the sub-processor complies with the obligations to which the processor is subject pursuant to this DPA and to GDPR.
(c) At the controller’s request, the processor shall provide a copy of such a sub-processor agreement and any subsequent amendments to the controller. To the extent necessary to protect business secret or other confidential information, including personal data, the processor may redact the text of the agreement prior to sharing the copy.
(d) The processor shall remain fully responsible to the controller for the performance of the sub-processor’s obligations in accordance with its contract with the processor. The processor shall notify the controller of any failure by the sub-processor to fulfil its contractual obligations.
(e) The processor shall agree a third party beneficiary clause with the sub-processor whereby - in the event the processor has factually disappeared, ceased to exist in law or has become insolvent - the controller shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the personal data.
5.8	International transfers
(a) Any transfer of data to a third country or an international organisation by the processor shall be done only on the basis of documented instructions from the controller or in order to fulfil a specific requirement under Union or Member State law to which the processor is subject and shall take place in compliance with Chapter V of GDPR.
(b) [bookmark: _Hlk79477232]The controller agrees that where the processor engages a sub-processor in accordance with Clause 5.7. for carrying out specific processing activities (on behalf of the controller) and those processing activities involve a transfer of personal data within the meaning of Chapter V of GDPR, the processor and the sub-processor can ensure compliance with Chapter V of GDPR by using standard contractual clauses adopted by the Commission in accordance with of Article 46(2) of GDPR, provided the conditions for the use of those standard contractual clauses are met.
(c) In case the processor is still not using EC Transfer SCC published by the European Commission in June 2021 but the previous version, the processor commits towards the controller to comply at least with all obligations of SECTION III of the EC Transfer SCC published in June 2021 (meaning clause 14 “Local laws and practices affecting compliance with the Clauses”, Clause 15 “Obligations of the data importer in case of access by public authorities” and Clause 16 “Review of legality and data minimization”).
Clause 6
Assistance to the controller
1. The processor shall notify in writing the controller of any request it has received from the data subject, within five (5) working days upon receipt. It shall not respond to the request itself, unless authorised to do so by the controller.
The processor shall assist the controller in fulfilling its obligations to respond to data subjects’ requests to exercise their rights, taking into account the nature of the processing. In fulfilling its obligations in accordance with (a) and (b), the processor shall comply with the controller’s instructions.
[bookmark: _Hlk78905090]In addition to the processor’s obligation to assist the controller pursuant to Clause 6(b), the processor shall furthermore assist the controller in ensuring compliance with the following obligations, taking into account the nature of the data processing and the information available to the processor.
4. the obligation to carry out an assessment of the impact of the envisaged processing operations on the protection of personal data (a ‘data protection impact assessment’) where a type of processing is likely to result in a high risk to the rights and freedoms of natural persons;
4. [bookmark: _Hlk78904411]the obligation to consult the competent supervisory authority/ies prior to processing where a data protection impact assessment indicates that the processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk;
4. the obligation to ensure that personal data is accurate and up to date, by informing the controller without delay if the processor becomes aware that the personal data it is processing is inaccurate or has become outdated;
4. The obligations in Article 32 of GDPR.
The Parties shall set out in Annex II the appropriate technical and organisational measures by which the processor is required to assist the controller in the application of this Clause as well as the scope and the extent of the assistance required.
Clause 7
Notification of personal data breach
1. [bookmark: _Hlk78300300]In the event of a personal data breach concerning personal data processed by the processor under this DPA, Clause 6 (Security Incident Management) of Annex II applies.
The processor shall cooperate with and assist the controller to enable the controller to comply with its obligations under GDPR, in particular to notify the competent supervisory authority and the affected data subjects, taking into account the nature of processing and the information available to the processor.
Clause 8
Non-compliance with the DPA and termination
1. Without prejudice to any provisions of GDPR, in the event that the processor is in breach of its obligations under this DPA, the controller may instruct the processor to suspend the processing of personal data until the latter complies with this DPA or the contract is terminated. The processor shall promptly inform the controller in case it is unable to comply with this DPA, for whatever reason.
The controller shall be entitled to terminate the contract insofar as it concerns processing of personal data in accordance with this DPA if:
the processing of personal data by the processor has been suspended by the controller pursuant to point (a) and if compliance with this DPA is not restored within a reasonable time and in any event within one month following suspension;
the processor is in substantial or persistent breach of this DPA or its obligations under GDPR;
the processor fails to comply with a binding decision of a competent court or the competent supervisory authority/ies regarding its obligations pursuant to this DPA or to GDPR.
The processor shall be entitled to terminate the contract insofar as it concerns processing of personal data under this DPA where, after having informed the controller that its instructions infringe applicable legal requirements in accordance with Clause 5.1 (b), the controller insists on compliance with the instructions.
Following termination of the contract, the processor shall, at the choice of the controller, delete all personal data processed on behalf of the controller and certify to the controller that it has done so, or, return all the personal data to the controller and delete existing copies unless Union or Member State law requires storage of the personal data. Until the data is deleted or returned, the processor shall continue to ensure compliance with this DPA.
Clause 9
Liability
1. Each Party shall be liable to the other Party for any damages it causes the other Party by any breach of this DPA. Damages include any lost income, profit, or loss of any indirect, incidental, special or consequential loss, damage (whether such loss or damage were foreseen, foreseeable, known or otherwise), or cost incurred including administrative fines or legal fees, and loss of sales due to reputational damages resulting from the offending Party’s breach of this DPA.
The Parties agree that this amount shall not be limited.
The processor may not invoke the conduct of a sub-processor to avoid its own liability.
Clause 10
Miscellaneous
1. The Hellenic Data Protection Authority is the lead Supervisory Authority for all matters under this DPA for the Controller.
Any disputes under this DPA shall be settled in a court in Croatia.
GENERAL

GENERAL

GENERAL
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APPENDIX
ANNEX I
1. LIST OF PARTIES
Controller: 
Name: adidas Croatia d.o.o.

Address: Oreškovićeva 6H, 10000, Zagreb, Croatia, Zagreb, Croatia

Contact (InfoSec, for incident notification): 
· e-mail: CSIRT@adidas.com

Contact with responsibility for data protection:
· e-mail: kalliopi.soupioni@adidas.com

Signatory 1 (adidas Croatia d.o.o.)
Name (written out in full): Theodoros Karantzoulis
Date of Signature:………………..
Signature: ………………………………………………

Signatory 2 (adidas Croatia d.o.o.)
Name (written out in full): Tena Erceg-Jelencic
Date of Signature:………………..
Signature: ………………………………………………




Processor: 
Name: SMART GROUP RECRUITMENT d.o.o.

Address: Heinzelova 70, 10000, Zagreb, Croatia, Zagreb, Croatia

Contact with responsibilitiy for information security and especially for security incident management :
· e-mail: osobni.podaci@smartgroup.hr

Contact with responsibility for data protection:
· e-mail: marina.colic@smartgroup.hr


Signatory 1 (processor)
Name (written out in full): Kristijan Došen
Date, Signature: ………………………………………………

Signatory 2 (processor)
Name (written out in full): …………………………………….
Date, Signature: ………………………………………………



1. DESCRIPTION OF PROCESSING	Comment by Kalliopi Soupioni: Please ask the vendor to fill in all Appendix I, specifically all parts highlighted in yellow.
[bookmark: _Hlk78375449]Categories of data subjects whose personal data is processed
The following categories of data subjects are concerned:	Comment by Kalliopi Soupioni: Please ask the vendor to erase/add any info in this list
· Employees
· Applicants

Categories of personal data processed
The follllowing categories of personal data are concerned:	Comment by Kalliopi Soupioni: Please ask the vendor to erase/add any info in this list

· Identity Information
· Contact Information
· Location Information
· Behavioural / Profile Information (including background checks)

Sensitive data processed (if applicable) and applied restrictions or safeguards
The following sensitive data are concerned:	Comment by Kalliopi Soupioni: Please ask the vendor to erase/add any info in this list

The following restrictions or safeguards that fully take into consideration the nature of the data and the risks involved are applied:	Comment by Kalliopi Soupioni: Please ask the vendor to erase/add any info in this list
· strict purpose limitation
· access restrictions (including access only for staff having followed specialised training)
· keeping a record of access to the data
· restrictions for onward transfers

Nature of the processing
The personal data will be subject to the following processing activities:	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[PLEASE SPECIFY the nature of processing including whether and to which extent personal data will be stored / processed on systems of processor and/or its subcontractors in connection with the DPA. Please clarify in case there is no such storage/processing but access to adidas IT environment only]

Purpose(s) of the processing
The overall purposes for which the personal data is processed on behalf of controller are the following:	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[bookmark: _Hlk78271843][PLEASE SPECIFY]

Storage Locations
The processor will use the following physical data centres. 	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
	Full legal name of company which is operating the datacenter
	Town and country of data center

	
	

	
	

	
	




[bookmark: _Hlk78354712]The processor shall inform the controller of any further data centre location at least four weeks in advance.

Duration of processing
The period for which the personal data will be retained, or the criteria used to determine that period:	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[PLEASE SPECIFY the period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period]

[bookmark: _Hlk78270094]For processing by (sub-) processors, also specify subject matter, nature and duration of the processing 
For processing by (sub-) processors, subject matter, nature and duration of the processing are specified in Annex III (list of sub-processors).


ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
Description of the technical and organisational measures implemented by the processor (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.
Encryption of personal data
The processor protects the confidentiality, authenticity and integrity of personal data at rest as well as in transit processed within the infrastructure of the processor or sub-processors, through encryption technologies and practices. Keys are overall managed in a way that protect the integrity of the keys.
[bookmark: _Hlk78272055]Measures of pseudonymisation of personal data
Pseudonymisation features in place for the personal data processed where purpose of processing can be fulfilled in that manner: 	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[PLEASE SPECIFY]

Measures for ensuring data minimisation
[bookmark: _Hlk78297055]Data minimisation features in place for the personal data processed: 	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[PLEASE SPECIFY]

Measures for ensuring data quality
Data quality practices in place for the personal data processed: 	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
[PLEASE SPECIFY]

Measures for ensuring limited data retention	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
Features in place for implementing limited data retention and implementing erasure of the personal data processed during the contract term and thereafter: 
[PLEASE SPECIFY]

Measures for ensuring accountability	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
Measures in place for ensuring accountability with privacy legislation: 
[PLEASE SPECIFY]

Measures for allowing data portability, other data subject rights & for ensuring erasure	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
Measures put in place by processor allowing data portability / access / rectification / erasure as well as measures taken by the processor by which the assistance to controller will be provided, as well as the scope and the extent of the assistance:
[PLEASE SPECIFY]

Specific technical and organisational measures to be taken by the (sub-) processor	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
Description of the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller.
[PLEASE SPECIFY]

Further technical and organisational measures implemented by the processor(s)
[bookmark: _Hlk15396425]In addition, and as a minimum, the processor attests its compliance with the following requirements as set out in the “adidas Information Security Annex – v1.1. In this Information Security Annex – v1.1, the processor is interchangeable with “Supplier”.
(adidas Information Security Annex – v1.1)
1. Personnel Security
0. Supplier ensures that all personnel delivering services to adidas for and on behalf of the Supplier under the agreement or agreements with adidas, e.g. but not limited to Master Service Agreements the Supplier and adidas have signed (the “CONTRACT”), are made effectively aware of and trained on information security threats and concerns, and are equipped to support organizational information security policies in general as well as within their specific job functions.
0. Supplier ensures to maintain disciplinary procedures to sanction individual reckless or intentional misconduct leading to a breach of information security policies and procedures.
0. The Supplier ensures to maintain effective processes to ensure withdrawal of access to adidas information, and related assets, in a timely manner for personnel who exit Supplier’s organization or are re-assigned outside the scope of services under the CONTRACT. 
1. Physical Security
0. Supplier ensures to maintain effective procedures to prevent unauthorized physical access, damage and interference to processing facilities, systems, networks and information, including personal information, adidas protects due to confidentiality, availability or integrity reasons (“adidas Non-Public Information”) used in delivery of services under the CONTRACT, at least through, but not limited to 
0. controls to ensure that only authorized personnel are allowed access;
0. controls to prevent unauthorized removal of adidas Non-Public Information related to the service delivery under the CONTRACT on portable storage media by their personnel; and
0. controls to ensure adidas Non-Public Information is removed, or security overwritten, or otherwise reliably deleted prior to disposal. 
0. Supplier ensures to maintain procedures to monitor physical access and that such monitoring activities are reviewed regularly.
1. Access Control
0. Supplier maintains controls to prevent unauthorized access to systems, networks, applications and information (including Personal Information).
0. As a minimum, Supplier shall maintain access management, which ensures that 
0. access is granted through an access profile (role); 
0. access rights are assigned to a role on a need-to-know basis to ensure segregation of duties; 
0. the assignment and revocation of roles to or from individual users follows a structured and documented procedure; and
0. Supplier shall apply appropriate methods to ensure authenticity of users, including remote users.
0. If required, Supplier shall ensure capabilities (preference APIs) to ingest and / or federate identity and access management functionality with adidas centralized tools. Upon adidas request, any application or service shall provide a standardized interface (Webservices, SCIM 2.0, etc.), with which adidas can read, create, change or delete accounts. This standardized interface must be able to support privilege assignments and data through adidas' identity management system.
1. Cryptographic Controls
0. Supplier shall, at their own expenses, protect the confidentiality, authenticity and integrity of adidas Non-Public Information at rest as well as in transit processed within the infrastructure of the Supplier or sub-contractors Supplier has engaged to provide services under the CONTRACT, through encryption technologies and practices, except where the Supplier has proven towards adidas through a thorough risk assessment that encryption is inappropriate or ineffective in relation to relevant threats.
1. Vulnerability Management
0. Supplier shall maintain a vulnerability management process that reduces risks resulting from exploitation of published or supplier-identified vulnerabilities. 
0. Supplier shall obtain timely information about vulnerabilities applicable to systems, applications and networks being used for or connected to the delivery of services under the CONTRACT.
0. Supplier shall evaluate their exposure to such vulnerabilities and take appropriate measures to address the associated risk in a timely manner.
1. [bookmark: _Hlk84953358]Security Incident Management
6.1 Detection and assessment of threats. The Supplier shall maintain a consistent and effective approach applied to the management of Information Security Incidents/ Personal Data Breach which includes monitoring capabilities and effective procedures to

0. detect and timely communicate events indicating a potential Information Security Incident (“Information Security Event”); and 
0. allow timely assessment and corrective action to be taken. 

6.2 Obligation when an Incident/Personal Data Breach occurs. In the case the Supplier suspects or identifies an event that could be considered as an Information Security Incident/ Personal Data Breach regarding the delivery of services under the CONTRACT: 

1. The Supplier shall take appropriate measures to address the Information Security Incident/ Personal Data Breach, including measures to mitigate its adverse effects and send in regular time intervals as approved by adidas, but no less than daily, reports to CSIRT explaining incident status, analysis conducted, and steps taken to resolve the incident. 
With that aim the Supplier shall provide a mitigation and remediation plan and inform and align with adidas on the period to implement such measures. 

1. The Supplier shall also notify adidas without undue delay, but no later than 24 hours, after having become aware of the Information Security Incident/ Personal Data Breach to ensure that the applicable notification requirements (e.g., to the authorities and/or to the affected individuals) are fulfilled within the deadlines prescribed in law of the countries where the breach occurred.
Such notification shall contain the details of a contact point where more information can be obtained, a description of the nature of the breach (including, where possible, categories and approximate number of data subjects and personal data records concerned), its likely consequences and the measures taken or proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall contain the information then available and further information shall, as it becomes available, subsequently be provided without undue delay.

1. All notifications and information must be sent via e-mail to CSIRT@adidas.com. 

1. The Supplier shall also collaborate throughout the handling of the Information Security Incident/ Personal Data Breach and in particular, support adidas to comply with its legal notification requirements (e.g., to the authorities and/or to the affected individuals).

1. Supplier shall abstain from directly notifying any 3rd party without prior alignment with adidas, unless this is required by applicable law.

6.3 Communication. The Supplier shall assign a single point of contact for the overall communication in Annex IA LIST OF PARTIES. Moreover, the Supplier shall inform and keep adidas updated of any change of the contact information (e.g., single point of contact) to ensure this information is updated in case of an Information Security Incident/ Personal Data Breach occurs.

6.4 Documentation. The Supplier shall document adidas related Personal Data Breaches and make available such information to adidas upon request. 

6.5 Tabletop Exercise. To test the efficiency of the Information Security Incident/ Personal Data Breach process, the Supplier undertakes to participate in a tabletop exercise upon adidas request.
1. Third Party Risk Management and Audit
0. Supplier shall, through an interface provided by adidas (whereas there is the option for the SUPPLIER to use a third-party solution proposed by adidas for the risk assessment), participate in adidas’ third party risk management program regularly, but not more than once annually, answering applicable questionnaires, and updating when a significant change occurs to Supplier's Information Security Program or security posture. to ascertain that the appropriate security level to adidas Non-Public information is maintained.
0. adidas shall, observing a notice period of at least fourteen (14) days, be entitled to request an audit, within usual business hours, locations, systems or infrastructure relevant for the provision of the contractual services by the Supplier under the CONTRACT, or have such audit conducted by a contracted third party at adidas’ expenses, but not including Supplier resource requirements or other Supplier expenses involved. In such case, Supplier shall support adidas through assignment of resources, provision of necessary information, access, and further support as reasonably requested by adidas.
0. adidas shall, for cause, be entitled to audits as outlined in 7.2 but with a notice period of no longer than 48 hours. 
1. Information Security Program Requirements & Single Point of Contact
0. Supplier shall maintain an information security program, aligned with industry best practices (e.g. ISO, NIST, etc.), through which the Supplier
0. addresses information security at a management, strategic, organizational and procedural level; and
0. ensures that the implementation of the security practices set out in this Annex qualifies under current state of the art and is appropriate in the light of the nature of the services provided under the CONTRACT, as well as in the light of the confidentiality of the information Supplier has or will be granted access to within the delivery of the service under the CONTRACT.
0. the security program shall also include appropriate business continuity and disaster recovery plans to ensure the delivery of SLAs as agreed upon in the Contract.
0. The Supplier shall assign, in writing to adidas, a single point of contact for matters relating to this Annex, if not otherwise provided in the Contract
1. Payment Card Industry Data Security Standard (PCI DSS)
0. As a general rule, Supplier shall not store (i) chip data, (ii) card number, (iii) expiration date, (iv) data on tracks 1 & 2 of the magnetic stripe, or (v) the card security code, relating to an individual payment or credit card used within transactions of adidas customers or business partners resulting from their business relationship with adidas (“PCI Information”).
0. If storage of PCI Information is necessary for the Supplier to perform the services under the CONTRACT, Supplier shall obtain explicit prior documented respective approval from adidas, which may be subject to the implementation of further data security measures by the Supplier to comply with PCI DSS requirements;
0. Supplier shall achieve and maintain PCI compliance as per the then defined PCI DSS standard and Supplier shall share the PCI AoC with adidas upon request for record and reference.
1. Security Concept Documentation
Upon reasonable request by adidas, the SUPPLIER will support adidas with the granular documentation of above-mentioned security controls, how they translate into operational measures for the Services under the CONTRACT and how these operational measures connect to ADIDAS' security measures ("End to End Security Concept").


[bookmark: _Hlk78269937]ANNEX III – LIST OF SUB-PROCESSORS	Comment by Kalliopi Soupioni: Please ask the vendor to add the appropriate info
The controller has authorised the use of the following sub-processors:

	Sub-Processor 1
 
	

	Full legal name of sub-processor

	

	Address / country

	

	Subject matter and description of processing including clear delimitation of responsibilities

	

	Nature of processing
(hosting, access only, etc.)
	

	Duration of processing

	

	Contact details of sub-processor
	




	Sub-Processor 2
 
	

	Full legal name of sub-processor

	

	Address / country

	

	Subject matter and description of processing including clear delimitation of responsibilities

	

	Nature of processing
(hosting, access only, etc.)
	

	Duration of processing

	

	Contact details of sub-processor
	






PLEASE ADD AND COMPLETE FURTHER TABLES IF APPLICABLE
